Y -
NOTICENINJA

NOTICENINJA - SSO / AD / LDAP Setup:

SSO is one of the services offered to enable user to login based on their network AD account access
rights. To enable SSO in NOTICENINJA you need to setup the NOTICENINJA application in your Active
Directory and then add those (LDAP) settings into NOTICENINJA. This will allow IT to control what users
have access to the system. Follow the below directions to setup NOTICENINJA inside your AD account.

STEP 1: SETUP NOTICENINJA IN ACTIVE DIRECTORY:

1. Add NOTICENINJA application into your Active Directory account (Create SAML Toolkit).

2. Create an AD Group for NOTCENINJA Users. The Group will be used to hold all the
NOTICENINJA users.

3. Not all networks are setup the same and depending on the version of Active Directory, your
settings could be a little different.

4. Inthe below screen are the items you will need from the AD setup to load into NOTICENINJA:

Entity ID

Logout URL

Certificate
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Verify information (Need to use Object ID — Entity ID in NOTICENINJA)
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Add in the Group that will be used to store the users.
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Verify users are added.
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Get the Authentication (Redirect URL’s) Login / Logout.
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Configure the Sign on URL
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Use the setting from AD to fill out the NOTICENINJA SSO option.

The header names should match up to your AD descriptions. There could be some differences depending on the
version of AD in use.

S50 Settings

Entity 1D
https:/llogin. microsoftonline.com/970e4e65-98 76-4857-809b-2634ceacObfaisami2

Issuer

https: iisamitoolkit. azurewebsites.neq

Logout URL
https:/llegin. microsoftonline.com/970e4265-9876-4857-809b-2634ceacObfalsaml2

Certificate
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STEP 2: CONFIGURE NOTICENINJA SSO SETTINGS: Now that you have setup NOTICENINJA in AD you
need to link NOTICENINJA to your AD settings. Once this is done users will be able to log in using SSO.

1. Open Settings > My Co Info tab > ENABLED FEATURES > SSO Settings.
2. Enter the details from your AD Setup.
3. Click Save.



NOTICENINJA

SS0 Settings

Entity ID

lssuer

Logout URL

Certificate

STEP 3: NEW USER LOGIN: Once SSO is setup new users will be added to log into the system as follows:

15t time User Sign in.

Open the NOTICENINJA login screen.

Select the Login with SSO option.

Enter your account number (Shows on the main screen)

AD Security messages comes up. Enter user and password the 1%t time.
User added to system with Security Role = User (with no options checked)
NOTICENINJA Admin to configure the Ul security settings.

NounkewneE
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1rick@naoticeninja.com

Login with S50
Forgot password?

Dont have an account?  Sign Up.

-
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Login via SSO

1
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Can't access your account?

Back
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Enter password
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Fargot my password
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The user is logged into NOTICENINJA and can perform basic functions.
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